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1. T/F A physical protection system is generally better if detection is as far from the target as possible and delays are near the target.
2. T/F The problem with deterrence is that it is impossible to measure.

3. T/F A system is defined as a collection of components or elements designed to achieve an objective according to a plan.

4. T/F Any design process must have criteria against which elements of the design will be measured.

5. T/F Theft and sabotage of the facility may be prevented in two ways: deterring the adversary or by defeating the adversary.

1. True- In addition, there is close association between detection (exterior and interior) and assessment. The designer should be aware that detection without assessment is not detection.

2. True- It would be a mistake to assume that because a system has not been challenged by an adversary, the effectiveness of the system has been proven.

3. True- The ultimate objective involved of a physical protection system (PPS) is to prevent the accomplishment of unauthorized overt or covert actions. This system is set up to make sure that it is very difficult for someone to breach security. The objectives are to prevent sabotage of critical equipment, theft of information or tangible  assets. This system consists of a number of components. These components are deterrence, detection, delay and response. A well-designed system provides protection in-depth and minimizes the chances of any illegal activity.

4. True- A feature criteria approach selects elements or procedures to satisfy requirements those certain items are present. The effectiveness of the design is measured through the requirements. The criteria approach in checking the system can be done by the “check list” method in which evaluators can see the systems adequacy based on presence or absence of the required feature. This is a very important part of having a PPS. Checking the functions and criteria will make sure the system works when it is needed.
5. True- Deterrence occurs by implementing a physical protection system that is seen by potential adversaries as too difficult to defeat. It makes the facility an unattractive target. Defeating the adversary refers to the actions taken by the response force to prevent an adversary from accomplishing his goal once he actually begins a malevolent action against a facility.

6. T/F There is only one type of bullet resistive material available.

7. T/F A critical part of the design and analysis process of a PPS is the identification of potential targets.

8. T/F In relation to the design of a physical protection system, there should be a balance between the use of hardware and the use of protection officers.

9. T/F In Physical Security applications, fencing is the most important barrier to have because it acts as a barrier offering a high level of protection for the area; but should also be used along with motion detectors, guards, and cameras.

10. T/F Quartz lamps are a type portable lighting that may be used to supplement either continuous or standby lighting.

6. False- There are several bullet resistive materials available in the form of laminated glass, acrylic, and polycarbonate plastics.

7. True- Supervisors can evaluate the likely routes an adversary may use to approach the facility boundaries, building and rooms as well as the specific targets.

8. True- There should always be a balance of a system reliance on system hardware and guards. The explanation is clear: never put all your eggs in one basket. A properly constructed system would involve a balance of people, procedures, and equipment.

9. True- Fencing is very important to have in physical security applications because it will initially deter unwanted intruders. It will be the first barrier in a layer protection system. Guards, cameras, and motion detectors should always accompany a fence.
10. False- Quartz lamps are very bright, emitting a white light. They have a variety of purposes including being used for floodlights, searchlights, heating, car lights, film lighting, Fresnels and street lighting. Many of these types of lighting are used to light up streets, parking lots, and the outside of buildings, which increase the safety of these areas. However, they are also used for filming, which has nothing to do with safety. A great aspect of quartz lighting is that they light up very fast; there is no delay in getting to its brightest point. Some brands of lights take a few minutes to get to their highest voltage. Searchlights have a more focused beam of light, where a floodlight has a concentrated beam. Quartz lighting can also be used at home for security purposes.

11. T/F A nuisance alarm is any alarm that is not caused by an intruder.

12. T/F The three classes of adversaries include outsiders, insiders, and outsiders in collusion with insiders.

13. T/F We can have detection without assessment.

14. T/F In security the first line of defense should always be at the site of the safe or vault.

11. True- Alarms are not always set off by an intruder. Though the ideal sensor system would want the rate of nuisance alarms to be zero, sensors uncontrollably interact with their environment and alarms are set off. Trees, wildlife, variations in the weather, ground vibration, and the movement of debris can all cause a nuisance alarm to go off. This can become a problem if it persistently happens  because the staff may believe all alarms that go off are nonessential alarms. After awhile they may not react the way they should every time the alarm goes off. In a true emergency the alarm will go off and nobody will react.

12. True- Adversaries include all three of these classifications. These classifications may utilize stealth, deceit, and/or force. An insider may have more knowledge of the workings of the facility and the systems within it. Experience in criminal activity and security operations may be the outsider’s expertise. Lastly; we can combine the two when we have an outsider in collusion with an insider. All of these classifications of adversaries can use many different strategies in an attempt to complete a criminal act.
13. False- Without assessment we cannot have detection. Likewise a response  cannot be performed if a response is not called to action. When an alarm goes off it will be assessed by an individual that will determine if it is serious or a nuisance alarm. A nuisance alarm would not be considered detection. When detection has been confirmed, response is then needed. It can be in the form of an outside agency, such as local police, or the facilities own security force. In between the detection and the response is delay. These are obstacles made to delay the adversary from reaching the target to give time for response.

14. False- The location of the first line of defense should be at the facility’s property line. This line of defense can take many forms. These can include walls, fences, psychological barriers, or even natural barriers such as a river. Places at high risk or danger such as a federal or state prison may use barbed wire fencing to prevent entry and/or escape. The first line of defense will slow the offender down and possibly prevent him or her from ever going through with the criminal act.

15. T/F  OR-Gate intrusion systems are more secure than AND-Gate systems.
True, OR-Gate systems work on multiple intrusion systems that are linked together.  In order for an alarm to trip any of its systems can be triggered individually making the system more sensitive.  AND-Gate systems operate on a network of detection systems also, but both or all systems must be triggered to throw an alarm.  AND-Gate systems are less secure than OR-Gate but will produce less false alarms.  OR-Gate systems are sensitive but will fail less if one of the systems is not operating.  For example a company may place microwave beam  detectors along the outside perimeter of its property along with a barrier system that senses changes in an electrostatic field surrounding the fence.  If an intruder attempts to cross the fence and breaks the beam and doesn’t disrupt the electrostatic field an OR-Gate system will trigger an alarm while an AND-Gate system will not since both systems were not triggered.  Likewise if both systems were tripped both AND and OR systems will trigger.

16. T/F:  Federal buildings use advanced means of  security to combat the greater risk of an attack?
True. Federal buildings use means of high tech security that almost no other organizations use in the country. There are greater risks that the government has to assess. They go through the same 5 step risk management process that other security programs do. First they identify assets, then identify threats, identify vulnerabilities, assess risk and determine priorities, and identify countermeasures. Regarding personnel security, the government uses a wide range of guards. There are  Federal Protective Services officers and contract guards enlisted by the General Services Administration. The advanced physical security technologies implemented by several federal agencies to protect their buildings are…

 • CCTV

• X-ray machines

• Magnetometers

• Window protection features

• Exterior lighting and physical barriers

• Bomb detection equipment and canines;

• Protection for air intake for heating, ventilation and air conditioning

  systems

• Under-vehicle inspection devices

• Radiation detection equipment,

• Mail handling/anthrax testing,

• Emergency communication equipment,

• Window blast protection,

• Restricted visitor entrances,

• Intrusion detection for rooftops,

• Radios for shuttle drivers, and

• Lockboxes for visiting police official’s weapons.

Due to the high risk that federal buildings face, they must implement a variety of techniques and technologies  to ensure that security threats are minimized.
17. T/F: Card Access Systems only cover 2 levels of security; low and high?

False-  There are more than two levels of security.  The levels include low, medium, high, and severe.  A low level of security would be seen in small business, schools, and other businesses where the security threat is low.  A medium level of security would be used in shopping malls, strip malls, and where there are numerous businesses in one area.  A high level of security would be used in major transportation areas, such as railroads, bus stations, and airports, and also in major businesses or factories.    The severe security system is seen in government buildings, such as the White House, but also in Nuclear Power Plants and laboratories (See Figure 1.1).  
There are various types of card access systems available to meet the needs of business for different levels of security. The systems are designed for employees of the business.  For example, there is the Portrait ID System, Swipe Card Access System, Proximity Card Access System, and Biometric Access System, to name a few.  In order to determine which system to use depends on the level of security a facility needs.  The Portrait ID System is cost-effective in those facilities where persons must present a membership card to a desk worker or receptionist.  These membership cards would contain a photo picture of the person, a logo of the business or other information tying the person to the business, and anti-counterfeiting features.  This card access system would be used facilities where the security threat is low, such as at schools and or businesses.  

A swipe card access system is one step above the portrait ID system.  A membership card is still used, but there are magnetic strips that read the barcode on the back of the card.  This system allows a member to swipe their card to gain entry into a building.  Electronic locks unlock a door when a card is swiped and lock automatically after the door is opened.  The swipe card system alleviates the need for a receptionist to check ID cards and allows open access to cardholders.   

Proximity card systems can be expensive.  A proximity card contains a coil antenna and a microchip that holds the barcode.  A proximity reader is needed and is usually located near the door.  A reader will send out a signal to the antenna in the card, the microchip in return sends the code to be read.  When the reader verifies the code, the door opens.  The card needs to be about a foot from the reader in order for the antenna to pick up the signal.  The cards are personalized like membership cards and can be reused if needed.  

Biometric Systems are used for high security levels.  These can be used in government and medical facilities.  Biometric systems can scan either fingerprints or retinas.  This can also be used in conjunction with a system similar to that of the proximity card system.  All of these systems are effective when used in the right environment, contingent upon the security level.  All systems can be used in conjunction with other systems, which depends on the level of security needed within an environment or a separate portion of that environment
Figure 1.1
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18. What are effective ways to control the access of vehicles at a facility? 
First and foremost, well designed signage is a cost effective way to control the flow of traffic in a private facility.  Stop signs, one way signs, no parking signs and do not enter signs are among the most useful signage a facility manager can employ.  Physical barriers need not always be employed.  However, when security is a major concern, barriers must be used in conjunction with effective signage, especially in sensitive areas.  One effective solution to keeping an area secure from vehicles are bollards.  Bollards are steel posts that are fixed to the ground via either an in-ground or surface mount and are designed for medium security applications.  Other bollards are designed for higher security used and are constructed of stronger materials and are locked into place using a locking device.   

Another option that is most effective for controlling the access and egress of vehicles are one way traffic spike systems.  For a facility that requires medium security and allows only one entrance but several exits for vehicles, one way traffic spike systems are cost effective because they replace a human guard at those exit points.  If,  for example, a facility has reduced the access of vehicles.  There is only one entrance available to vehicles but several exit points.  Instead of placing security officers at those gates, it is cost effective to place traffic spikes there instead.  One way traffic spikes allow vehicles to pass freely and safely in the desired direction, in the case above, out.  If a vehicle were to pass over the system in the undesired direction, its tires would be destroyed.   

Another possible solution for facilities where vehicles need to be restricted or key  assets be protected from vehicle-born threats but where aesthetic quality must be maintained are decorative security planter boxes.  Security planter boxes are used to deny access to vehicles while maintaining the aesthetic quality of a facility.  The Stonewear Force Protection Company of Carson City, NV designed several barrier systems and Jersey wall covers capable of stopping up to a 15,000lb vehicle traveling at 50mph.  The secret to their success is using a combination of fiberglass and concrete that makes a very lightweight surface for their barrier systems. Additionally, SFP makes attractive covers for the aforementioned bollards.   

19. T/F: The demand for computer security specialists has plateaued.
False – In actuality the field of computer security is growing exponentially. Recent studies show that the amount of IT specialists will grow at a rate that is 3 times faster than the entire IT field itself. In the year 2004 alone, the amount of IT professionals grew by about 15% (“IT Security, 2005). This new need for specialists is the result of a need for protection of information. As a business moves towards a more decentralized model, it becomes more difficult to protect their vital information from getting into the wrong hands. Companies are willing to spend substantial sums of  money for firewall protection and virus protection, as well as human services (Swartz, 2004). Despite the rise in information security, the U.S. government still has many problems with its own security. In 2006 the government earned a grade of a C- for its computer security efforts, which is actually an improvement over 2005 which earned a grade of D+. It is suggested that if the government shifted just half of the money spent on report writing to actual security, the U.S. would be a leader in the field of cyber security (Krebs, 2007).
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20. Which country created the first barbed-wire fences?

A) Italy

B) United States

C) Russia

D) Germany

E) United Kingdom

D) Germany


Barbed wire was first developed by Germany during World War I, as an expedient measure during a shortage of wire.  Since it was simply punched out of a rolled ribbon of steel tape, it could be manufactured much faster.  This early barbed tape had triangular barbs and no reinforcing wire. Consequently it was harder to cut with ordinary wire cutters, although it was easier to cut with shears, and was generally weaker.
