Tutorial- Intelligence as an Investigative Function
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December, 2006. 

1. Explain the difference between quantitative and qualitative analysis.

2. What are General Assessment Reports used for?

3. Nearly every agency and textbook offers a different definition of intelligence. However, they all tend to agree on what point?

4. T/F Steganography, a specific intentional covert channel method, is the concept of concealed writing.

5. T/F A few types of analytical methods used in law enforcement and protective intelligence are: Crime-pattern analysis (CPA), Association/Network analysis, Telephone record/Communication analysis, Flow analysis, Spatial/Geographical analysis, Financial analysis, and Strategic analysis.
1. Quantitative analysis is sometimes referred to as “number crunching”. It uses objective information based on distinctly measurable data, i.e. numbers. This means that two different people will be using the same information. Qualitative analysis, on the other hand, processes information that is subjective in nature. The answer to whether a place is safe or clean will be up to an individual’s judgment. This means that subjective information will differ somewhat between two people.

2. The General Assessment Report is used to evaluate an organization, its adversaries, and where it would like to be within a specific time frame. The General Assessment Report evaluates the here and now. It may be completed on a smaller scale in relation to other reports so that it may be done with greater focus. The General Assessment Report is also useful when developing a security program. This may be accomplished by focusing on a particular site; determining any historical activity that may have occurred there, what activity may occur in the future, and the causal factors for the activity.

3. Analysis- Intelligence cannot be called intelligence without analysis.
4. True- Specifically, it is the art and science of hiding information by embedding messages within each other, using seemingly benign messages to transmit crucial communications.

5. True- The analytical methods used in law enforcement and protective intelligence are in fact Crime-Pattern analysis (CPA), Association/Network analysis, Telephone record/Communication analysis, Flow analysis, Spatial/Geographical analysis, Financial analysis, and Strategic analysis.
6. T/F One form of data collection direct collection uses the internet and an alias to gain intelligence.
7. T/F The intelligence cycle includes: Planning(Collection(Collation(Evaluation(Feedback (in this order)
8. T/F Intelligence source terms include: Human Intelligence (HUMINT), Signal Intelligence (SIGINT) and Imagery Intelligence (IMINT).
9. T/F Phone calls are the most common type of social engineering.
10. T/F Warrant searches are a type of Direct Collection method.
6. False- Direct collection of data is just that, it is done directly and goes right to the source. Usually this type of collection is not available to the general public. Some methods of direct collection include dumpster diving, warrant searches, warrant-less searches, prisoner/detainee interviews, field reports, field interviews, and any personal contacts. This is why it is important that police and security officers remain attentive. They must take good notes and write good reports. It has been said that if you can write good reports, it will get one far in the investigation business.
7. False- The intelligence cycle includes: Planning(Collection(Collation(Evaluation(Analysis(Dissemination(Feedback. They go in this order and it is important to forecasts, predictions, and estimates.
8. True- Intelligence source terms include: Human Intelligence (HUMINT), Signal Intelligence (SIGINT) and Imagery Intelligence (IMINT). HUMINT is provided information through human communication and observation. SIGINT is radio, cellular and computer network systems. IMINT includes film, display, radar, photography and laser systems.
9. True- This method is the most commonly used because it allows the engineer to just hang up the phone if they are discovered. It offers the lowest risk to them, because the engineer can either walk away after being discovered or develop a new ruse and try again. However, phones are dangerous to the person who is being targeted because they have no resources to find out who their attacker is. They will not have a face description, and it will almost be impossible to track where the attacker is calling from. Caller ID offers some protection against social engineering, but with the accessibility of blocking numbers the target will not be able to identify who their attacker is and where they are calling from.
10. True- Direct collections are done in controlled environments and the information resources utilized are not available to the public. Warrant searches and seizures are used primarily by Law Enforcement and include anything that was obtained due to a search warrant, including drugs, stolen items, documents, etc. Usually the warrants are used for an investigation, and intelligence can be obtained from it. 
11. T/F It is not always possible to know whether proper information has been collected before analysis.
12. T/F Closed sources are generally non-public.
13. “It is hot in Suez; The dice are on the table” is an example of what?
14. Many times intelligence obtained through closed sources is classified by the specific source the data was gathered from.  Different agencies deal with different intelligence sources.  The NSA deals with SIGINT processing as the CIA deals with _____________.

15. A common equation to define threat is:

Threat=________×_____________
11. True- It is not uncommon to collect information, and then realize after analysis that more information is needed. If time is available it is not unreasonable to take a step back and continue the information gathering. However, it is often the case that time is a constant, and a decision must be made with the information at hand. It is the responsibility of the protection professional to be honest about the accuracy of their evaluation, be able to support it, and realize it is not perfect.
12. True-  Closed sources are those which are essentially “non-public” and include information found in any government classification system for information that forbids general distribution, other restricted government records, proprietary information that must be obtained through deceit or misdirection. Information concerning on-going law enforcement investigations, military preparedness, national security issues, and so on may be found in this category. In the corporate sector, this information includes marketing strategies, accounting and finance records, network access information, individual salary information, and any other records that a company would not want publicly available.  
13. That phrase informed the French Resistance in WWII  that an assault was coming.  This is an example of information concealed in plain sight.  Encoding, encrypting, covert channels and steganography are a few ways to conceal information. 
14. The CIA deals with HUMINT.  Human intelligence (HUMINT) is derived from human sources. To the public, HUMINT remains synonymous with espionage and clandestine activities; however, most of this collection is performed by overt collectors such as diplomats and military attaches. It is the oldest method for collecting information, and until the technical revolution of the mid to late twentieth century, it was the primary source of intelligence. HUMINT is used mainly by the CIA, the Department of State, the DoD, and the FBI. Collection includes clandestine acquisition of photography, documents, and other material; overt collection by personnel in diplomatic and consular posts; debriefing of foreign nationals and US citizens who travel abroad; and official contacts with foreign governments.
15. It is important to understand what constitutes a threat.  Without intent an individual or organization is not a threat, but they could become one if their motives and drives change. Without the capability to carry out a specific action an organization cannot be considered a threat, but it is possible that they are seeking to acquire such a capability. 
Intelligence in the Government:  Searching the webpages: http://www.cia.gov & http://www.intelligence.gov
16. List five major consumers of intelligence(i.e. White House)

17. Create a career ladder which ultimately places the “climber” into the Intelligence Community.

18. Who is considered the first Director of Central Intelligence?
19. T/F The CIA has an undergraduate scholarship program for students enrolled in a 4-5 year college program that pays $18,000 for each college year; an annual salary with benefits, and offers a job working for the CIA after college graduation.

20. The Intelligence Community is working closely with the Department of __________ in following the President’s direction to: "...take the strongest possible precautions against terrorism by bringing together the best information and intelligence. In the war on terror, knowledge is power." 
21. Threats to the United States have changed over the years.  The Intelligence Community has to mitigate these two new transnational problems:​__________________________and _____________________________.
22. To work in Security for the Intelligence Community, applicants must have a strong background in __________________.
23. The key to a good application is getting the right information to the agency in a fast, readable style.  List the 10 tips for letting federal employers know your worth at www.usajobs.opm.gov/EI64.asp.
16.  The major consumers of intelligence are: 
	White House 
Department of State 
Department of the Treasury 
United States Marshals Service 
Office of Management and Budget 
Department of Justice 
Federal Aviation Administration 
Federal Reserve 
Federal Emergency Management Agency 
United States Trade Representative 
National Aeronautics and Space Administration 
Agency for International Development 
Department of Defense 
	 
	Congress 
Department of Commerce 
Department of Energy 
Department of Homeland Security
Drug Enforcement Administration 
United States Information Agency 
Department of Agriculture 
Federal Bureau of Investigation 
Department of Labor 
International Broadcasting Bureau
Department of Transportation 
Federal Communications Commission 
Nuclear Regulatory Commission 


17. There are several career ladders that can be formed.  One ladder can start as a background investigator to a private investigator to the Intelligence Community.  Any path with investigative experience is correct because the IC requires an extensive background .

18. George Washington is considered the first Director of Central Intelligence because of the effective use of intelligence collected under his direction, enabling him to defeat the numerically superior British forces that were better equipped and – for a time – better trained than the Colonials.

19. True-  If you are a high school senior planning to enroll in a 4-or 5-year college program, or you are a college sophomore enrolled in a 4-or 5-year college program, who is looking for career experience in a dynamic environment, apply to the CIA's Undergraduate Scholar Program and contribute to the work of the nation before you graduate.  Once selected, you will be given an annual salary; a benefits package that includes health insurance, life insurance, and retirement; and up to $18,000 per calendar year for tuition, mandatory fees, books and supplies. You'll be required to work at an Agency facility during summer breaks and to maintain full-time college status during the school year with a minimum cumulative 3.0/4.0 GPA. The Agency will pay the cost of transportation between school and the Washington, DC area each summer and provide a housing allowance. Because the Scholar Program is an investment, accepting an offer means making a career choice. It asks that you agree to continue employment with the Agency after college graduation for a period equal to 1.5 times the length of your college sponsorship.
20. The Intelligence Community is working closely with the Department of Homeland Security in following the President’s direction to:

"...take the strongest possible precautions against terrorism by bringing together the best information and intelligence. In the war on terror, knowledge is power." The Department of Homeland Security merges under one roof the capability to anticipate, preempt and deter threats to the homeland whenever possible, and the ability to respond quickly when such threats do materialize. The Department is responsible for assessing the vulnerabilities of the nation's critical infrastructure and cyber security threats and takes the lead in evaluating these vulnerabilities and coordinating with other federal, state, local, and private entities to ensure the most effective response. 
21. Terrorism, chemical warfare, biological warfare, proliferation, and narcotics trafficking are all new problems faced by the Intelligence Community.  Proliferation refers to the provision of nuclear weapons and/or technology by states that possess them to states that do not.

22. Investigation experience is key to applying for a job in intelligence.

23. 1. Use words wisely. 
Today, the key to a good application is getting the right information to the agency representative in a fast, readable style. How do you do this? By using minimum words to provide maximum information.
2. Keep sentences short and clear. 

Short, direct sentences help the agency get your point. But remember, don't duplicate your resume. 

3. Make your message stand out. 

Paragraphs that are easy-to-see are more than nice - they can make or break your message. So remember, keep your paragraphs brief, usually between 5 and 10 lines depending on content. 

4. Focus on outcome. 
What is the most important aspect of your work experience? The answer may be a surprise: the outcome.

5. Showcase your role. 

Did you work on your own? As part of a team? In a supervisory capacity? As a team leader? Let the agency know your role in the projects. 

6. Remember - timeframes count. 
Timeframes count so be sure to address these questions: what were the dates or length of time you worked on a project or job? Did you work full-time or part-time? If part-time, what percentage of your time did you do specific  work? 

7. Value your experience. 

Many experiences illuminate your significance as a candidate. For example, you may have published relevant articles in your college newspaper or a local publication. Or you may have gained valuable experience through: 

· Leadership positions. Were you president of your sorority or fraternity? Did you lead a team either as part of your classroom experience or a volunteer group? Mention these positions and the outcome of your efforts. 

· Extracurricular activities. Perhaps you volunteered or belonged to a club that gave you valuable experience. Let the agency know specifics including projects, dates, and how your experience applies to the field. 

· Internships. Never underestimate the importance of hands-on education, especially internships; whether during the summer or over an entire semester. 

Regardless, mention them! 

8. Show and tell. 

Telling about your experience is great but be sure to use examples, too. 

9. Resist additions 

10. Illuminate your resume - don't repeat it.
 Certification for Intelligence Analysts:  To fill a perceived need, a small group of professional intelligence analysts and managers held their first official meeting in New Orleans, Louisiana in October - 1981. They created what is known as the INTERNATIONAL ASSOCIATION OF LAW ENFORCEMENT INTELLIGENCE ANALYSTS, INC. (IALEIA).  All new analysts who are paid with DHS grant funds are now required to complete two training courses to become an analyst.  The IALEIA FIAT is one of the two training courses.  The FIAT is a five-day beginning analytic class that meets the training standards of the National Criminal Intelligence Sharing Plan and the minimum training requirements set by the Society of Certified Criminal Analysts. 

24.)  What courses does the training course include?

25.)  What qualifications do students of the IALEIA FIAT have to have?

26.) Do IALEIA members receive a discount on the cost of the FIAT? 
27.)  How much does the training cost?
24.)  Course includes topics on: 
· History of Intelligence 

· Legal Aspects 

· Sources of Information 

· Creative/Critical Thinking Logic 

· Inference Development 

· Competing Hypotheses 

· Crime Pattern Analysis 

· Association Analysis 

· Flow Analysis 

· Strategic Analysis 

· Communication Analysis 

· Products of Analysis 

25.)  FIAT is a basic course for analysts and investigators. People attending should have little to no previous training in analysis to receive the most benefit from the course.

26.)  Generally yes. If the cost of the course divided by the number of attendees is $200, then IALEIA members should pay $175 and non-members $225 if they are expected in equal numbers. By charging $50 more to non-members, it also makes it attractive to them to join IALEIA.

27.)  It depends on who is teaching and where they're coming from. The typical student materials package costs $50 per student. Additional costs depend on the number and location of instructors. If they're local and need no travel stipend, then the cost could conceivably be $50 per student (20 students X $50 would equal $1000 total cost). If the instructors are from another region and costly to bring in, it could cost up to $300 per student (20 students X $300 would equal $6000). The rate for other basic analytic classes is about $500 per person for a week's training.
Careers Using Intelligence:  Most individuals in a criminal justice setting are involved in acquiring intelligence.   

1.)  Name 3 careers that are involved in acquiring intelligence.

2.)  According to Whitney D. Gunter, Christopher A. Hertig, a security officer has four main roles:  management representative, enforcement/compliance agent, legal consultant, and ____________________.  
3.)  A human resources department can prevent internal loss by acquiring intelligence.  What is an example of using intelligence to prevent and mitigate internal loss?

4.)  An undercover investigator uses several means of acquiring intelligence.  One type of investigation is called honesty shopping.  Explain honesty shopping.
1.)  Careers in private, corporate, and undercover investigation, retail loss prevention, and internal auditing are involved in acquiring intelligence. Virtually all supervisory and managerial positions in policing and security involve working with intelligence in some manner. 
2.)   A security officer is considered an intelligence agent because he/she has to report unusual conditions or situations. These situations may result in loss or harm stemming from crime, unethical practices, hazardous materials, safety hazards, etc. A security officer; like a police officer looks for things that are out of the ordinary and questions them.  He or she reports these situations fully. What is out of the ordinary may be an obvious problem condition or situation. It may also not be obvious. Professional protection officers observe, question and report that which is unusual. 
3.)  Exit interviews may reveal important information that has been previously unknown. They provide management with a more candid appraisal of the situation than may be obtained through other means. 

4.) Honesty shopping is where an agent poses as a customer and makes a purchase.  The investigator may buy two items for the same price and see if the clerk is honest and charges the correct amount.  The investigator can also be evaluating the procedures and services he receives. 
Surveillance:  Concepts and Practices for Fraud, Security and Crime Investigation
1.)  What is surveillance?  Is it a useful source of intelligence?

2.)  Name several methods of surveillance.

3.)  What is the primary skill used in surveillance?

4.)  What is the root of intelligence?

5.)  Critical thinking skills are important to the intelligence gathering process.  What do critical thinking skills involve?
6.)  Conducting surveillance is gathering intelligence but what intelligence needs to be gathered before the surveillance?

1.)  Surveillance is observations conducted to gain information.

2.) Stationary, technical (covert video or audio recording), and electronic (digital observations, keystroke counting) are methods of surveillance.

3.)  Observation is the primary skill used in surveillance.

4.)  The ‘root’ of intelligence is accuracy and relevancy, or being properly informed. Information that may be inaccurate or irrelevant should be categorized as rumor, misinterpretation, misunderstanding, legend, or deception. Intelligence is information that is known to be fact. 
5.) Critical thinking skills include problem solving, identifying perceptions, generating concepts from observations and applying those concepts (Hess & Wrobleski 2003). While conducting surveillance, the investigator may need to think critically and decide on the intelligence value of details. 
6.)  The investigator should know many facts and characteristics about the subject he/she will be observing.  Without the basic information on the subject, location, and purpose of the investigation, the surveillance could result in failure with the investigator being discovered, hurt or killed.  Whenever possible, it is highly recommend that a criminal and civil background check be conducted on the subject prior to the surveillance. The investigator should be prepared with the knowledge that the subject may be a drunk, a fighter, a sex offender, divorced, or in debt. This intelligence helps the investigator know the subject. Cases where an investigator is given only the surveillance subject’s name and address are increasingly rare and unquestionably difficult. As the intelligence decreases, so does the chance of successful investigation. 
Research v. Intelligence:  Research Methods for Criminal Justice and Criminology

1.)  List 4 differences between research and intelligence.

2.)  List 3 similarities between research and intelligence.

3.)  Define field research.

1.)
	Differences

	Research
	Intelligence

	Research informs intelligence.
	

	Uses video cameras only in public areas.
	May use covert video.

	Questions are structured for interviews.
	Witnesses, victims, and possible suspects are treated differently



	If a researcher witnesses a crime, the researcher’s knowledge may be construed as obstruction to justice.  Or research data may be subject to subpoena by a criminal court. 


	When undercover agents witness crime, the crime is usually punished.  


2.)
	Research & Intelligence

	Use undercover surveillance to gain knowledge.

	Involve precise note taking.  Researchers and intelligence analyst have 
to observe and interpret their observations.



	Roles of the researcher are similar to roles of the intelligence officer.  A complete observer researcher observes some location or process without becoming part of 
it;  similar to surveillance.  A participant researcher plays the role of a 
participant without notifying the subjects his/her objectives similar to undercover investigation.


3.)  Field research can range from full participation to fully detached participation.  The term is broad.  Field researchers are not always participating in what they are studying, although they usually study it directly at the scene of action.

Example of Researchers informing Intelligence-


Researchers provided several top criminal investigators to develop a computer program useful to police officers in criminal profiling.  Researchers developed a detailed analysis of the criminal, law enforcement finding common factors among offenders committing certain types of crimes.  This research enabled the criminal investigators to create a program for police enforcement to fill out after a crime was committed.  With the researchers help, criminal profiling became simpler.
Intelligence Gathering:  The Security Officer’s Role:  

1.)  T/F  Raw data should be packaged into a timely and usable product.

2.)  T/F  Small pieces of information may appear insignificant but can be a major part of 
the larger picture.  

3.)  T/F  Intelligence is trying to gather all the information about everything possible.

4.)  Explain the difference between the two basic forms of security intelligence:  tactical 
and operational.

5.)  T/F  Intelligence is incorporated into our everyday lives.

1.)  True-  If the data is not packaged in a timely manner than the information will be out of date before it is even used.

2.)  True-Analysis is an integral part of every major investigation an agency opens.  The analytical function organizes these small pieces of data and creates valuable and meaningful products.   
3.)  False-  Intelligence does not mean trying to gather all the information that we can about everything we can.  The information must be related to the professional function, must be able to be used to make more effective decisions, and must be information that makes security officers better at what they do.

4.)  Tactical intelligence assists in handling crisis or emergency situations.  Tactical intelligence combines information from past situations to create a response plan.  Nothing is normal in tactical intelligence.  Operational intelligence is intelligence that makes us more effective day to day.  Operational intelligence covers routine things that happen at work that makes us work faster and smarter.  Operational intelligence enables those to see a threat cue, when normal changes.

5.)  We incorporate intelligence into our every day lives.  Watching the local news informs us of the weather that we can anticipate as well as  recent activities.  Information that is used to make decisions is the basic definition of what intelligence really is.  Planning a vacation or planning a wedding requires information gathering.
IFPO Protection Officer Training Manual 7th Edition- pg. 231
1.)  What is the reason for intelligence?

2.)  What must a protection officer do to collect intelligence?

3.)  What is the intelligence process?

1.)  The reason for intelligence is to be proactive.  Intelligence should be able to see the problems developing rather than investigating them after they have occurred.

2.)  A protection officer must be observant and know what to observe.  If the protection officer is properly trained the officer should be able to report information in an effective manner.
3.)  Step one is to identify the need for collecting information.  Management should instruct the protection officers on what type of information they will need to collect.  Step two is the actual collection process.  Observations will be taken, liaisons will be used productively, and data searches will be performed in step two.  Step three is the evaluation of the information.  The evaluation should connect the observations, be in a timely manner, and filed in an organized way.  The information is analyzed and interpreted in the fourth step.  Then the information is distributed to authorized users within the organization or to other connecting agencies.  The last step is that the information is reevaluated.  This step allows the intelligence process to be improved upon.
Quantitative Information:  It is ideal to produce quantitative results in the intelligence field.  For example, threats can be organized into five levels.  Different agencies assess threats differently due to location, level of presence in the area, and individual opinions.

1.) List and explain the six factors that are considered when determining the level of threat.

2.) List the five threat levels of the  U.S. Navy’s ATAC.

1.)  
	Factor
	

	Existence
	Terrorist group present or able to gain access to a given country

	Capability
	Acquired, assessed, or demonstrated level of capability to conduct terrorist attacks 

	Intentions
	Recent anti-U.S. terrorist activity

	History
	Demonstrated terrorist activity in past

	Targeting
	Information on preparations for terrorist operations

	Security Environment
	Internal political and security considerations that impact on the capability of terrorist elements to carry out their intentions


2. 1.  Negligible-  threat may or may not be present


2.  Low-  threat is  present, history of threat may or may not be present


3.  Medium-  threat exists, threat group/adversary is capable, has a history but intentions may or may not be present


4.  High-  threat exists, is capable, has a history, and intentions present


5.  Critical-  threat exists, adversary is capable, targeting is present, history and intentions may or 
may not be present

Intelligence involved Internships:  Internships are very important in deciding on a career path.  Internships allow you to get a glimpse of what a full time employee goes through each day.  Internships may build on your interest on a certain career; make you want to go on that career path even more.  Internships may also make you realize this is not what you want to do.  Here is a short list of internships that students at York College of Pennsylvania have completed. All of these relate in some way to intelligence.

*Pennsylvania State Police


*Air Force OSI


*United States Postal Inspection Service


One of York’s students, Tim Bietsch,CPO;  completed a paid internship at the Air Force Office of Special Investigations.  His internship included assisting special agents with their interviewing of subjects, victims, and witnesses in criminal investigations.  He  managed the special agent recruitment process, enabling him to interview, investigate, and prepare over twenty recruits for a career opportunity with AFOSI.  The internship is located at the Andrews Air Force base near Washington, DC. The applicant does not have to be a member of the Air Force; any college students attending an accredited university can apply.  The internship can be continued as long as you are a student; this includes getting your masters. Instead of wasting your time in a non-productive activity, have a good time, meet interesting people, and get real experience at the Air Force OSI internship.

Gang Intelligence: Intelligence is a key component of dealing with gangs. 


*What activities were the gang members involved with before the crime being studied?

*What were the outcomes of similar cases that the judge presided over?


*What were the gangs wearing?  Did they have a dress code?  What were the 
gang’s characteristics?  Tattoos?  Colors?  Language?
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